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ESSENCE AND CONTENT OF THE CYBER INCIDENT INVESTIGATION
PROCEDURE IN ACCORDANCE WITH ISO AND NIST INTERNATIONAL

STANDARDS

The article reveals the essence and content of the procedure for investigating
cyber incidents in accordance with the international standards ISO and NIST. In
particular, according to ISO/IEC 27042:2015, the author provides a definition of the
concept of “investigation of cyber incidents” and provides the stages of the procedure
for investigating a cyber incident. The article systematically analyzes the content of
an intelligent decision support system for managing cyber incidents. At the same
time, the author focuses on the fact that the system of cyber protection measures
should be based on regulatory documents, national and international standards,
established practices for protecting information and ensuring cyber security, which
develop along with cyber security technologies.

The analysis of the organizational and technical model of cyber defense, the
identification and investigation of cyber incidents and cyber crimes, based on
international risk-oriented cyber security management standards: ISO/IEC 27032:
2012 “Information technology. Security techniques. Guidelines for cybersecurity”,
ISO/IEC 27037:2012 “Information technology. Security techniques. Guidelines for
identification, collection, acquisition and preservation of digital evidence”, ISO/IEC
27041:2015 “Guidance on assuring suitability and adequacy of incident investigative
method”, ISO/IEC 27043:2015 “Information technology. Security techniques. Incident
investigation principles and processes”, Recommendations of the International
Telecommunication Union MCE-T X.1216 (09/2020) “Requirements for the collection
and preservation of evidence of cybersecurity incidents”.

In the process of conducting the study, the author also emphasizes that the
international standard NIST SP 800-61 “Computer security incident handling guide”
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presents a collection of “best practices” for building processes for processing, managing
and responding to cyber incidents.

At the end of the article, the author comes to the conclusion that today in
Ukraine a number of regulatory documents on the technical protection of information
(ND TZI), as well as on a comprehensive system of information protection, are
obsolete and have proven to be ineffective for many years, so it is advisable to
introduce an information management system security in accordance with the ISO/
IEC 27000 series of standards, which allows you to optimize the process of protecting
information resources and managing risks for these resources.

Keywords: cyber incidents, ISO and NIST international standards, cyber incident
investigation, cyber attacks, cyber crimes, cyber incident investigation procedure.
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