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Còàòòÿ ïðèñâÿ÷åíà êîìïëåêñíîìó àíàë³çó ðèçèê³â òà çàãðîç, äæåðåëîì
ÿêèõ º ñó÷àñí³ çàñîáè êîìóí³êàö³¿ òà ìåðåæà ²íòåðíåò. Ìåòîþ äîñë³äæåííÿ º
âñòàíîâëåííÿ ïåâíèõ àñïåêò³â óðàçëèâîñò³ äèòèíè â ³íôîðìàö³éí³é ñôåð³, à òàêîæ
ç’ÿñóâàííÿ ð³âíÿ îá³çíàíîñò³ øêîëÿð³â ùîäî áåçïåêè â ìåðåæ³ ²íòåðíåò.

Ó ñòàòò³ ïåðåë³÷åí³ îñíîâí³ îñîáëèâîñò³ òà íàéá³ëüø ïîøèðåí³ âèäè çëî÷èí³â
òà ³íøèõ àíòèñóñï³ëüíèõ ä³ÿíü, ùî â÷èíÿþòüñÿ â ìåðåæ³ ²íòåðíåò àáî ç ¿¿ âèêî-
ðèñòàííÿì. Îñîáëèâà íåáåçïåêà òàêèõ ä³ÿíü ïîëÿãàº â òîìó, ùî ÷àñòî æåðòâàìè
ñòàþòü íåïîâíîë³òí³ ³íòåðíåò-êîðèñòóâà÷³, àäæå âîíè º íàéàêòèâí³øèìè êî-
ðèñòóâà÷àìè ²íòåðíåòó òà ³íøèõ çàñîá³â êîìóí³êàö³¿.

Êëþ÷îâ³ ñëîâà: ²íòåðíåò, ³íòåðíåò-ðèçèêè, êîðèñòóâà÷³, íåïîâíîë³òí³, ä³òè,
´àäæåòè, ê³áåðíàñèëüñòâî, ³íòåðíåò-øàõðàéñòâî, ïîðíîãðàô³ÿ, “ãðóïè ñìåðò³”.

Ðîçïîâñþäæåííÿ ïîðíîãðàô³¿. 25 % â³ä çàãàëüíî¿ ê³ëüêîñò³ ïîøóêîâèõ
çàïèò³â ó ñâ³òîâ³é ìåðåæ³ ²íòåðíåò ïîâ’ÿçàí³ ç ïîðíîãðàô³ºþ (ó òîìó ÷èñë³ äèòÿ÷îþ)
³ ñòàíîâëÿòü 68 ì³ëüéîí³â çàïèò³â íà äåíü [1]. Âåëè÷åçí³ äîõîäè â³ä ò³íüîâîãî
ïîðíîá³çíåñó ñòèìóëþþòü ðîçâèòîê ³íøî¿ êðèì³íàëüíî¿ ä³ÿëüíîñò³ â ìåðåæ³
²íòåðíåò. Íàïðèêëàä, íåçàêîííèé ïîðíîá³çíåñ çàáåçïå÷óº øèðîêå ïîëå âåëèê³é
ê³ëüêîñò³ õàêåð³â ³ ïðîãðàì³ñò³â, ÿê³ ñòâîðþþòü â³ðóñí³ ïðîãðàìè, îñê³ëüêè äëÿ
ïðèõîâóâàííÿ ñâîº¿ ä³ÿëüíîñò³ â³ä ïðàâîîõîðîííèõ îðãàí³â îðãàí³çàòîðè
íåëåãàëüíèõ ñàéò³â ÷àñòî êîðèñòóþòüñÿ ¿õ ïîñëóãàìè.

Ñë³ä çàçíà÷èòè, ùî îäíèì ³ç îñíîâíèõ ìåòîä³â áîðîòüáè ç äèòÿ÷îþ ïîðíî-
ãðàô³ºþ º áëîêóâàííÿ òàêîãî êîíòåíòó. ²ñíóº ì³æíàðîäíà ìåðåæà ãàðÿ÷èõ ë³í³é
INHOPE, ÿêà íàðàõîâóº ñüîãîäí³ 47 ãàðÿ÷èõ ë³í³é ó 43 êðà¿íàõ [2]. Çàâäàííÿ

7 Ïðîäîâæåííÿ. Ïî÷àòîê ó ïîïåðåäíüîìó íîìåð³.
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îðãàí³çàö³¿ – âæèâàòè çàõîä³â äëÿ áëîêóâàííÿ òà âèäàëåííÿ òàêîãî êîíòåíòó.
Óêðà¿íà íå º ÷ëåíîì ö³º¿ ìåðåæ³, òîä³ ÿê íà ¿¿ òåðèòîð³¿ ñïîñòåð³ãàºòüñÿ 70%
ñâ³òîâîãî ïëàòíîãî õîñòèíãó äèòÿ÷î¿ ïîðíîãðàô³¿ (ñåðåä êðà¿í, ÿê³ íå º ÷ëåíàìè
INÍOPE) ³ âõîäèòü ó ïåðøó äåñÿòêó êðà¿í çà ïîøèðåííÿì äèòÿ÷î¿ ïîðíîãðàô³¿
[3].

Îòæå, ïîðíîãðàô³ÿ (ó òîìó ÷èñë³ é äèòÿ÷à) â Óêðà¿í³ íàáèðàº îáåðò³â. Ïðî
öå ñâ³ä÷èòü íå ò³ëüêè çá³ëüøåííÿ ê³ëüêîñò³ ïîâ³äîìëåíü ó ÇÌ², à é ñòàòèñòèêà
ïðîêóðàòóðè, â³äïîâ³äíî äî ÿêî¿ çà äâà ì³ñÿö³ 2019 ð. ïîë³ö³ºþ áóëî çàðåºñòðîâàíî
325 ñïðàâ çà ñòàòòåþ 301 ÊÊ Óêðà¿íè “âèãîòîâëåííÿ ³ ïîøèðåííÿ ïîðíîãðàô³÷íî¿
ïðîäóêö³¿”. Äëÿ ïîð³âíÿííÿ, çà äâà ì³ñÿö³ 2018 ð. òàêèõ âèïàäê³â áóëî ìåíøå –
252. À çàãàëîì ó 2018 ðîö³ áóëî â³äêðèòî 1662 ñïðàâè çà ö³ºþ ñòàòòåþ [4]. Âèïàä-
ê³â, êîëè ïîë³ö³ÿ “íàêðèâàº” äèòÿ÷³ àáî ñ³ìåéí³ ïîðíîñòóä³¿, ñòàº äåäàë³ á³ëüøå.

Çà ðåçóëüòàòàìè ïðîâåäåíîãî íàìè îïèòóâàííÿ ñåðåä øêîëÿð³â, ç’ÿñóâàëîñÿ,
ùî ç ñåêñóàëüíèìè äîìàãàííÿìè ç³øòîâõíóëèñÿ 22 % ðåñïîíäåíò³â, ïðè÷îìó
ìàéæå ïîð³âíó ä³â÷àò ³ õëîïö³â8.

Ñë³ä íàãîëîñèòè íà òîìó, ùî îñòàíí³ìè ðîêàìè â ìåðåæ³ ²íòåðíåò äóæå ïî-
øèðåí³ òàê³ ÿâèùà, ÿê ñåêñòèíã (³íòèìíå ëèñòóâàííÿ) òà ´ðóì³íã (âõîäæåííÿ â
äîâ³ðó äî äèòèíè ç ìåòîþ ïîäàëüøî¿ îñîáèñòî¿ çóñòð³÷³ äëÿ âñòóïó â ñåêñóàëüí³
â³äíîñèíè, åêñïëóàòàö³¿ ÷è øàíòàæó). Ïðîòå ÷åðåç ëåãêîâàæí³ñòü ä³òåé òà â³äñóòí³ñòü
íàâ³òü çàêîíîäàâ÷îãî âèçíà÷åííÿ äàíèõ êàòåãîð³é ïðàâîîõîðîíöÿì äóæå âàæêî
ïðîòèä³ÿòè òàêèì âèäàì ïîñÿãàííÿ.

Ñïàì. Ïðàêòè÷íî âñ³ì, õòî êîðèñòóºòüñÿ åëåêòðîííîþ ïîøòîþ, äîâîäèòüñÿ
ìàòè ñïðàâó ç³ ñïàìîì. Îäíàê ïðîáëåìà ñïàìó íå îáìåæóºòüñÿ ïåðåïîâíåíèìè
ïîøòîâèìè ñêðèíüêàìè, çá³ëüøåííÿì òðàô³êó ³ íåïðèéíÿòíèì çì³ñòîì ëèñò³â.
Ñïàì òàêîæ çàñòîñîâóºòüñÿ äëÿ äîñòàâëåííÿ øê³äëèâîãî êîäó, ñïàì-ïîâ³äîìëåííÿ,
÷àñòî âèêîðèñòîâóºòüñÿ ÿê â³äïðàâíà òî÷êà äëÿ çàâàíòàæåíü øê³äëèâèõ ïðîãðàì,
îñê³ëüêè â íèõ ìîæíà âêëþ÷àòè ïîñèëàííÿ íà âåá-ñàéòè, ÿê³ ê³áåðçëî÷èíö³ çàðàçèëè
øê³äëèâèì êîäîì. Êð³ì òîãî, ñïàì – îñíîâíèé ³íñòðóìåíò, çà äîïîìîãîþ ÿêîãî
ô³øåðè (øàõðà¿) çàìàíþþòü ñâî¿õ æåðòâ íà ôàëüøèâ³ ñàéòè, äå â êîðèñòóâà÷³â
âèìàíþþòü êîíô³äåíö³éí³ äàí³.

Ê³áåðíàñèëüñòâî (ê³áåðáóë³íã). Ê³áåðíàñèëüñòâî ìîæå çä³éñíþâàòèñÿ ó äâîõ
îñíîâíèõ ôîðìàõ: ïåðñîí³ô³êîâàí³é, ÿêà ïåðåäáà÷àº àäðåñíó ðîçñèëêó ³íôîðìàö³¿
æåðòâ³, òà íåïåðñîí³ô³êîâàí³é, ÿêà ïîëÿãàº â ðîçïîâñþäæåíí³ ³íôîðìàö³¿ æåðòâ³
òà ïîøèðåíí³ ¿¿ â ïóáë³÷íîìó ³íôîðìàö³éíîìó ïðîñòîð³ äëÿ íåâèçíà÷åíîãî êîëà
îñ³á, ñòâîðþþ÷è íàâêîëî æåðòâè â ðåôåðåíòíèõ ñîö³àëüíèõ ãðóïàõ (êëàñ, äâ³ð,
øêîëà) íåãàòèâíó îáñòàíîâêó íåïîâàãè, ïðèíèæåííÿ, çàñóäæåííÿ, ³çîëÿö³¿ òîùî.
Äðóãà ôîðìà ê³áåðáóë³íãó º çíà÷íî á³ëüø ñóñï³ëüíî íåáåçïå÷íîþ.

Ê³áåðáóë³íã âêëþ÷àº â ñåáå òàê³ ä³¿: ðîçñèëêó ïîâ³äîìëåíü, ëèñò³â, â³äåî,
ôîòîãðàô³é îáðàçëèâîãî, ïîãðîæóþ÷îãî õàðàêòåðó; ðîçïîâñþäæåííÿ îñîáèñòî¿
³íôîðìàö³¿ (ïðàâäèâî¿ àáî íåïðàâäèâî¿), ÿêà äèñêðåäèòóº æåðòâó; çí³ìàííÿ á³éîê,
çíóùàíü çà äîïîìîãîþ ñó÷àñíèõ ãàäæåò³â ç ïîäàëüøîþ äåìîíñòðàö³ºþ öüîãî
êîíòåíòó. Öå òàê çâàíèé â³äêðèòèé, àáî ïðÿìèé, ê³áåðáóë³íã.

Ëàòåíòíèé ê³áåðáóë³íã – öå ïðèõîâàíà àãðåñ³ÿ, ïðè ÿê³é ïîâåä³íêà ê³áåðáóëåðà
çàìàñêîâàíà ï³ä çâè÷àéíó áåñ³äó ç îáì³íó äóìêàìè, äèñêóñ³þ òîùî. Òîáòî â³í íå
ïîçèö³îíóº ñåáå ÿê àãðåñîðà. Çíàðÿääÿì îáðàç âèñòóïàº ñàðêàçì, ³ðîí³ÿ, ïðîâî-

8 Äîñë³äæåííÿ ïðîâîäèëîñÿ â Äåðæàâíîìó íàóêîâî-äîñë³äíîìó ³íñòèòóò³ ÌÂÑ Óêðà¿íè.
Âîíî ñïðÿìîâàíå íà âñòàíîâëåííÿ ñó÷àñíèõ øëÿõ³â çàïîá³ãàííÿ çëî÷èíàì òà ³íøèì àíòèñóñï³ëüíèì
ä³ÿííÿì ùîäî íåïîâíîë³òí³õ, ÿê³ â÷èíÿþòüñÿ ç âèêîðèñòàííÿì ñó÷àñíèõ çàñîá³â êîìóí³êàö³¿ òà
ìåðåæ³ ²íòåðíåò. Óñüîãî îïèòàíî 787 ó÷í³â 6–11 êëàñ³â (â³ê îïèòóâàíèõ – 11–17 ðîê³â, ñåðåä
ðåñïîíäåíò³â – 427 (54,3 %) õëîïö³â òà 347 (44,1 %) ä³â÷àò) – (äàë³ – Äîñë³äæåííÿ).
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êàòèâíà ïîâåä³íêà òà ³í. Ìåòîþ òàêî¿ ïîâåä³íêè º îáðàçè, äîøêóëÿííÿ, ïðîâîêàö³ÿ
êîíôë³êòó, çäîáóòòÿ ³íôîðìàö³¿ îñîáèñòîãî õàðàêòåðó ç ïîäàëüøèì ¿¿ âèêîðè-
ñòàííÿì äëÿ äîñÿãíåííÿ õóë³ãàíñüêî¿ àáî ³íøî¿ çëî÷èííî¿ ìåòè òîùî. Íà íàøó
äóìêó, ñàìå öåé âèä íàñèëüñòâà ñòàº äîì³íóþ÷îþ ôîðìîþ çàëÿêóâàííÿ, ùî ÷àñòî
ïîºäíóºòüñÿ ç ³íøèìè éîãî âèäàìè.

Ñë³ä íàãîëîñèòè, ùî á³ëüøà ïîëîâèíà îïèòàíèõ øêîëÿð³â (52,7 %) ï³ä ÷àñ
ñï³ëêóâàííÿ â ñîöìåðåæ³ ç³øòîâõóâàëèñü ç îáðàçàìè, ïðèíèæåííÿìè, ïåðåñë³äó-
âàííÿì, ïîãðîçàìè, çàëÿêóâàííÿì, íåöåíçóðíîþ ëåêñèêîþ.

“Ãðóïè ñìåðò³” â ñîö³àëüíèõ ìåðåæàõ. Îñòàíí³ìè ðîêàìè â ²íòåðíåò³ íàáóëè
ïîøèðåííÿ “ãðóïè ñìåðò³” – öå ñï³ëüíîòè â ñîö³àëüíèõ ìåðåæàõ, ó ÿêèõ ï³äë³òêè
ãðàþòü â ñâîºð³äíó ãðó, ó õîä³ ÿêî¿ âèêîíóþòü òðàâìàòè÷í³ “çàâäàííÿ” (íàïðèêëàä,
ïîð³çàòè ñîá³ ðóêè ëåçîì, â³äçíÿâøè â³äåî). Ï³äñóìêîì òàêèõ íåáåçïå÷íèõ êâåñò³â
º ñó¿öèä. Òàê, ç’ÿâèëèñÿ “Ñèí³ êèòè”, “×åðâîíà ñîâà”, “Òèõèé ä³ì”, “Á³æè àáî
ïîìðè”, “Ðîçáóäè ìåíå î 4:20” òà ³íø³. Ñåðåä íåïîâíîë³òí³õ ç’ÿâèëàñÿ òàê çâàíà
“ìîäà íà ê³áåðñó¿äèö”. Ï³ê ïîøèðåíîñò³ ñó¿öèäàëüíèõ êâåñò³â ñåðåä ï³äë³òê³â
ïðèïàâ íà ê³íåöü 2016 òà ïî÷àòîê 2017 ðîê³â. Ñòàíîì íà 25 êâ³òíÿ 2017 ð. óê-
ðà¿íñüêà ê³áåðïîë³ö³ÿ âèÿâèëà 926 ãðóï “ñìåðò³” [5].

Íà ïî÷àòêó âåðåñíÿ 2019 ðîêó â ÇÌ² ç’ÿâèëàñÿ ³íôîðìàö³ÿ ïðî íîâ³ “ãðóïè
ñìåðò³” â âèãëÿä³ àí³ìå-ñï³ëüíîò. Êóðàòîðè íîâèõ ãðóï çà äîïîìîãîþ ³ëþñòðàö³é
â æàíð³ àí³ìå (ÿïîíñüêà àí³ìàö³ÿ) íàâ’ÿçóþòü ä³òÿì äóìêè ïðî ñàìîãóáñòâî.
Òîáòî ïñèõîëîã³÷í³ ïàñòêè äëÿ ó÷àñíèê³â ãðóïè ïîä³áí³ äî òèõ, ÿê³ âèêîðèñòîâóâàëè
êóðàòîðè “Ñèí³õ êèò³â”.

Äî ðå÷³, 16 % îïèòàíèõ ä³òåé ïîâ³äîìèëè, ùî, ñï³ëêóþ÷èñü â ñîö³àëüíèõ
ìåðåæàõ, ¿ì ïðîïîíóâàëè âçÿòè ó÷àñòü ó åêñòðåìàëüíèõ ³ãðàõ. Âèêëèêàº ñåðéîçíå
çàíåïîêîºííÿ òå, ùî 8,4 % øêîëÿð³â çãîäí³ âçÿòè ó÷àñòü ó ïîä³áíèõ ³ãðàõ òà ùå
7,9 % – íå âèêëþ÷àþòü òàêî¿ ìîæëèâîñò³.

Ñë³ä óêàçàòè, ùî á³ëüø³ñòü áàòüê³â íå çíàþòü ïðî ïðîáëåìè, ÿê³ âèíèêàþòü
ó ä³òåé ÷åðåç ²íòåðíåò, ùî ï³äòâåðäæóþòü ðåçóëüòàòè Äîñë³äæåííÿ, äå ëèøå
26,3 % îïèòàíèõ øêîëÿð³â â³äïîâ³ëè, ùî ïîâ³äîìëÿþòü áàòüêàì ïðî òàê³ ïðîáëåìè.

Îêðåìî õî÷åìî íàãîëîñèòè, ùî äåÿê³ ïðîáëåìè ä³òè íàé÷àñò³øå ïðèõîâóþòü
â³ä áàòüê³â, çîêðåìà, ïðî:

– çàïðîøåííÿ äî ó÷àñò³ â åêñòðåìàëüíèõ ³ãðàõ (54,5 %);
– ñåêñóàëüí³ äîìàãàííÿ (48,1 %);
– ïðîïîçèö³¿ ïðèäáàòè àëêîãîëü, íàðêîòèêè (45 %) (ðåçóëüòàòè Äîñë³äæåííÿ).
²ìîâ³ðíî, öå ïîÿñíþºòüñÿ ïîáîþâàííÿìè ä³òåé ùîäî ìîæëèâî¿ çàáîðîíè ç

áîêó áàòüê³â êîðèñòóâàòèñÿ âñåñâ³òíüîþ ìåðåæåþ, à, ìîæëèâî, ä³òè íå âïåâíåí³ â
òîìó, ùî áàòüêè çìîæóòü âèð³øèòè ïðîáëåìó, ÷è ïðîñòî ñîðîìëÿòüñÿ îáãîâîðþâàòè
ç áàòüêàìè òàê³ òåìè.

Â óìîâàõ àêòèâíîãî âèêîðèñòàííÿ øêîëÿðàìè ²íòåðíåòó àáñîëþòíà á³ëü-
ø³ñòü – 86,4 % îïèòàíèõ – çíàþòü, ùî ÷åðåç âñåñâ³òíþ ìåðåæó ìîæíà ïîòðàïèòè
â íåáåçïå÷íó ñèòóàö³þ. Îòæå, ç îãëÿäó íà â³äïîâ³ä³, ä³òè çàìèñëþþòüñÿ ïðî ïðî-
áëåìè, ç ÿêèìè ìîæíà ç³øòîâõíóòèñÿ â â³ðòóàëüíîìó ïðîñòîð³, ïðè÷îìó çíà÷íà
÷àñòèíà ç íèõ âæå ìàëà òàêèé íåãàòèâíèé äîñâ³ä.

Íàìàãàþ÷èñü îö³íèòè ñòóï³íü óñâ³äîìëåííÿ ï³äë³òêàìè ðèçèê³â ³ íåáåçïåê
âñåñâ³òíüî¿ ìåðåæ³, ìè ïîïðîñèëè ó÷í³â íàçâàòè îñíîâí³ ïðîáëåìè, ÿê³ ñïðè÷èíÿº
âèêîðèñòàííÿ ²íòåðíåòó îñîáèñòî äëÿ íèõ. Íà ïåðøîìó ì³ñö³ ñåðåä òàêèõ ïðîáëåì
á³ëüø³ñòü ï³äë³òê³â íàçâàëè â³äâîë³êàííÿ â³ä íàâ÷àííÿ òà ïñóâàííÿ çîðó (56,8 %)
(ÿê ñâ³ä÷àòü ðåçóëüòàòè Äîñë³äæåííÿ).

Òðîõè á³ëüøå òðåòèíè îïèòàíèõ íàçâàëè ³íòåðíåò-çàëåæí³ñòü. Ëèøå íà ÷åòâåð-
òîìó ì³ñö³ çà ïîïóëÿðí³ñòþ â³äïîâ³äåé ñåðåä ðåñïîíäåíò³â (à öå 30,4 %) áóëà
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íàçâàíà íåáåçïåêà ñòàòè æåðòâîþ ïðîòèïðàâíèõ ïîñÿãàíü, â³ä öüêóâàííÿ äî øàõ-
ðàéñòâà òà âòÿãóâàííÿ â åêñòðåìàëüí³ ³ãðè. Òîáòî ä³òè çàìèñëþþòüñÿ íàä ³íòåðíåò-
ðèçèêàìè, àëå â³äñóòí³ñòü æèòòºâîãî äîñâ³äó íå äàº ¿ì ìîæëèâîñò³ ðåàëüíî îö³íèòè
ñòóï³íü íåáåçïåêè, òîìó äîäàòêîâå ³íôîðìóâàííÿ ç áîêó áàòüê³â, ïåäàãîã³â, ïîë³ö³¿
òà IT-ôàõ³âö³â äîïîìîãëî á ä³òÿì ñôîðìóâàòè êë³øå áåçïå÷íî¿ ïîâåä³íêè ó
â³ðòóàëüíîìó ïðîñòîð³.

Óçàãàëüíþþ÷è ìàòåð³àëè äîñë³äæåííÿ, ìè ä³éøëè âèñíîâêó, ùî øâèäê³ñòü
ðîçâèòêó ñó÷àñíèõ ³íôîðìàö³éíèõ òåõíîëîã³é ïðÿìî ïðîïîðö³éíà ³íòåíñèâíîñò³
íîâèõ çàãðîç òà ³íòåðíåò-ðèçèê³â. Ìè ö³ëêîì ïîä³ëÿºìî äóìêó Ðàäç³ºâñüêî¿ Î.Ã.,
ÿêà íàãîëîøóº: “×èì á³ëüøå çàëó÷åíà ëþäèíà äî âèêîðèñòàííÿ ³íôîðìàö³éíî-
êîìóí³êàö³éíèõ òåõíîëîã³é, òèì á³ëüøå âîíà íåçàõèùåíà â ³íôîðìàö³éí³é ñôåð³”
[6, ñ. 36]. Ñë³ä óêàçàòè, ùî ÷àñòèíà çëî÷èí³â, ÿê³ äàâíî íàì â³äîì³, ïåðåéøëà ó
â³ðòóàëüíèé ïðîñò³ð ç ïîÿâîþ ²íòåðíåò-òåõíîëîã³é. Çîêðåìà, öå øàõðàéñòâî,
ðîçïîâñþäæåííÿ ïîðíîãðàô³¿, íàðêîçëî÷èíí³ñòü òîùî. Ïðîòå ç’ÿâèëèñÿ é íîâ³
âèäè ïîñÿãàííÿ íà áåçïåêó äèòèíè ç âèêîðèñòàííÿì ²íòåðíåòó, ³íôîðìàö³éíî-
êîìóí³êàö³éíèõ çàñîá³â: ê³áåðáóë³íã, ´ðóì³íã, ñåêñòèíã, ñõèëÿííÿ äî ñàìîãóáñòâà
øëÿõîì âòÿãíåííÿ â òàê çâàí³ “ãðóïè ñìåðò³” òîùî.

Íàâåäåí³ ðåçóëüòàòè îïèòóâàííÿ ó÷í³â ñâ³ä÷àòü ïðî òå, ùî ²íòåðíåò àêòèâíî
çàõîïëþº óÿâó øêîëÿð³â çàâäÿêè ñâî¿é äîñòóïíîñò³, åìîö³éí³é ïðèâàáëèâîñò³,
øèðîêèì ìîæëèâîñòÿì çàäîâîëåííÿ ïîòðåá ó ï³çíàíí³, ñï³ëêóâàíí³ òà íàâ³òü
äîçâ³ëë³, ùî â³äïîâ³äàº ïðàãíåííþ ï³äë³òê³â äîðîñëîãî æèòòÿ, ñàìîñò³éíîñò³ òà
íåçàëåæíîñò³. Øêîëÿð³ ðåàë³çóþòü â ²íòåðíåò³ ï³çíàâàëüíó àêòèâí³ñòü, çàäîâîëü-
íÿþòü ïîòðåáó â ñï³ëêóâàíí³, à òàêîæ îòðèìóþòü ÷åðåç ²íòåðíåò îñòàíí³ íîâèíêè
ïðîãðàìíîãî çàáåçïå÷åííÿ, ìóçèêè òà ê³íî. Òàêèì ÷èíîì, ²íòåðíåò ñòàº çàñîáîì
ñîö³àë³çàö³¿ ñó÷àñíèõ ä³òåé, òîìó âîíè â³ääàþòü ê³áåðïðîñòîðó çíà÷íó ÷àñòèíó
ñâîãî ÷àñó.

Ç³áðàíèé ³ ïðîàíàë³çîâàíèé ôàêòè÷íèé ìàòåð³àë äîçâîëÿº ñôîðìóëþâàòè
îñíîâí³ ðèçèêè òà çàãðîçè äëÿ íåïîâíîë³òí³õ êîðèñòóâà÷³â ìåðåæ³ ²íòåðíåòîì.
Âîíè º òàêèìè:

– ç³òêíåííÿ ç íåäîñòîâ³ðíîþ, íåáåçïå÷íîþ, ïðîòèïðàâíîþ ³íôîðìàö³ºþ;
– âèò³ñíåííÿ é îáìåæåííÿ òðàäèö³éíèõ ôîðì ñï³ëêóâàííÿ;
– íåãàòèâí³ ñîö³àëüí³ âïëèâè;
– ðèçèê ïðîòèïðàâíèõ ïîñÿãàíü ùîäî ï³äë³òê³â.
Îòæå, áàòüêè, ïåäàãîãè, ôàõ³âö³ ïîâèíí³ á³ëüøå ïðàöþâàòè çà íàïðÿìîì

çàõèñòó ä³òåé â³ä ðèçèê³â ³ íåáåçïåê ³íòåðíåò-ñåðåäîâèùà. Âàæëèâî íàâ÷èòè ä³òåé
áåçïå÷íîìó êîðèñòóâàííþ ³íòåðíåò-òåõíîëîã³ÿìè, òîìó ùî ìåðåæà ñòàëà
íåâ³ä’ºìíîþ ÷àñòèíîþ ñó÷àñíîãî ³íôîðìàö³éíîãî ïðîñòîðó òà äîäàòêîâèì äæåðåëîì
íåáåçïåê, çîêðåìà, çà ëåãêîâàæíî¿ ïîâåä³íêè êîðèñòóâà÷³â ó â³ðòóàëüíîìó
ñï³ëêóâàíí³.
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INTERNET RISKS AND THREATS AGAINST MINOR USERS:
CRIMINOLOGICAL ASPECT

(part 2)

A variety of means of communication, the Internet are an integral part of the life
of modern society in general and children in particular. In turn, the information
environment has significant potential for the development and self-realization of a
childs personality. Using the resources of open digital repositories of libraries, museums,
sites of an educational, cognitive and entertaining nature, modern schoolchildren are
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able to download digitized books, music, photographs, etc. Thanks to modern technical
means, children communicate with friends and have a rest. That is, the means of
communication and the Internet for them is part of life, and the virtual world is a
means of socialization.

Due to the fact that the Internet has become as accessible as the telephone, the
study of its impact on minors is an urgent issue today. On the one hand, this is a
means of increasing erudition and communication skills, and on the other, a situation
of increased risk of encountering some threats of the virtual world from cyber violence
and fraud to the spread of narcotic substances and the tendency to suicide.

This article is devoted to a comprehensive analysis of risks and threats, the
source of which is modern means of communication and the Internet. The aim of the
study is to establish certain aspects of the vulnerability of the child in the information
sphere, as well as to determine the level of awareness of schoolchildren about safety
on the Internet.

The article lists the main features and the most common types of crimes and
other antisocial acts committed on the Internet or with its use. A particular danger
of such acts is that often underage Internet users become victims, because they are the
most active users of the Internet and other means of communication. In this regard,
there is a need for further investigation of this problem from a criminological point
of view to clarify the causes and conditions of the above crimes and antisocial actions,
which, in turn, will help to increase the effectiveness of their prevention measures.

Keywords: Internet, Internet risks, users, minors, children, gadgets, cyber violence,
Internet fraud, pornography, “death groups”.
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