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³ìåí³ Òàðàñà Øåâ÷åíêà,
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ÎÁ’ªÊÒ ÇÀÁÅÇÏÅ×ÅÍÍß ²ÍÔÎÐÌÀÖ²ÉÍÎ¯ ÁÅÇÏÅÊÈ
Ó ÑÔÅÐ² ÏÓÁË²×ÍÎÃÎ ÀÄÌ²Í²ÑÒÐÓÂÀÍÍß

Ó ñòàòò³ äîñë³äæåíî ïîíÿòòÿ îá’ºêòà çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè
ó ñôåð³ ïóáë³÷íîãî àäì³í³ñòðóâàííÿ. Àêöåíòîâàíî, ùî çìåíøåííÿ ðóéí³âíîãî âïëèâó
³íôîðìàö³éíèõ çàãðîç ó ñèñòåì³ ïóáë³÷íîãî àäì³í³ñòðóâàííÿ ìàº ñâîºþ ïåðåäóìîâîþ
ï³äâèùåííÿ â³ëüíî¿ êîíêóðåíö³¿ íà ðèíêó ²Ò-òåõíîëîã³é, çì³öíåííÿ ³íñòèòóò³â ãðîìà-
äÿíñüêîãî ñóñï³ëüñòâà, çàáåçïå÷åííÿ äîäåðæàííÿ ïðàâîâèõ ïðèïèñ³â ó ä³ÿëüíîñò³
ïàðò³é òà ðåë³ã³éíèõ îðãàí³çàö³é, çá³ëüøåííÿ òðàíñïàðåíòíîñò³ ¿õ ä³ÿëüíîñò³,
àêòèâ³çàö³þ öèôðîâî¿ ïðîñâ³òè, ïîäîëàííÿ öèôðîâî¿ íåð³âíîñò³.

Êëþ÷îâ³ ñëîâà: ³íôîðìàö³éíà áåçïåêà, ïóáë³÷íå àäì³í³ñòðóâàííÿ, îá’ºêò ³í-
ôîðìàö³éíî¿ áåçïåêè, ñóá’ºêòè ³íôîðìàö³éíî¿ áåçïåêè, ³íôîðìàö³éí³ çàãðîçè, íàö³î-
íàëüíà áåçïåêà.

Ïðîáëåìà âèçíà÷åííÿ îá’ºêòà ñîö³àëüíî¿ ä³ÿëüíîñò³ ìàº áåççàïåðå÷íå çíà÷åííÿ
äëÿ ïîáóäîâè åôåêòèâíîãî ïðàâîâîãî ìåõàí³çìó îñòàííüî¿. Êîðåêòíå òà íàóêîâî
îá´ðóíòîâàíå âèçíà÷åííÿ âèäó ñóñï³ëüíèõ â³äíîñèí àáî ³íøîãî áëàãà, íà äîñÿãíåííÿ
(îòðèìàííÿ) ÿêîãî ìàþòü áóòè ñïðÿìîâàí³ âïëèâè îðãàí³â ïóáë³÷íî¿ âëàäè, ãðî-
ìàäÿíñüêîãî ñóñï³ëüñòâà òà ³íøèõ ñóá’ºêò³â çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè
äîçâîëèòü âèçíà÷èòè äîñÿæí³ ö³ë³ òà çàâäàííÿ, íà ÿê³ ìàþòü áóòè ñïðÿìîâàí³ çó-
ñèëëÿ âêàçàíèõ ñóá’ºêò³â, âñòàíîâèòè ðåàë³ñòè÷í³ êðèòåð³¿ îö³íêè äîñÿãíóòèõ ðå-
çóëüòàò³â. Îäíàê, íåçâàæàþ÷è íà âàæëèâ³ñòü âèð³øåííÿ âêàçàíîãî íàóêîâîãî çàâ-
äàííÿ ÿê íà òåîðåòè÷íîìó, òàê ³ íà ïðàêòè÷íîìó ð³âí³, íà æàëü, âîíî äîñ³ çàëèøàºòü-
ñÿ íåâèð³øåíèì. Âêàçàíå îáóìîâëþº àêòóàëüí³ñòü òà íîâèçíó òåìè ö³º¿ ñòàòò³.

Ïðîáëåìè ³íôîðìàö³éíî¿ áåçïåêè ðîçãëÿäàëè ó ñâî¿õ ðîáîòàõ òàê³ â÷åí³, ÿê
². Àð³ñòîâà, Î. Áàðàíîâ, Ê. Áºëÿêîâ, Â. Áîãóø, Î. Äîâãàíü, Ê. Äîëæåíêî, Î. Çîëî-
òàð, Ð. Êàëþæíèé, Á. Êîðìè÷, Þ. Ë³ñîâñüêà, À. Ìàðóùàê, Í. Íîâèöüêà, Î. Îë³é-
íèê, Ò. Ïåðóí, ª. Ñêóëèø, Î. Òèõîìèðîâ, Ò. Òêà÷óê, Â. Öèìáàëþê, Â. Ôóðàøåâ,
Î. Øåâ÷óê òà ³íø³ íàóêîâö³. Ïðîòå ïðîáëåìè ³íôîðìàö³éíî¿ áåçïåêè â ñôåð³
ïóáë³÷íîãî àäì³í³ñòðóâàííÿ ùå íåäîñòàòíüî âèñâ³òëåí³ íà òåîðåòèêî-ìåòîäîëî-
ã³÷íîìó ð³âí³, ùî îáóìîâëþº ïîòðåáó ó ïîäàëüøèõ íàóêîâèõ ïîøóêàõ.

Ìåòîþ ñòàòò³ º âèçíà÷åííÿ ïîíÿòòÿ òà îñîáëèâîñòåé îá’ºêòà çàáåçïå÷åííÿ
³íôîðìàö³éíî¿ áåçïåêè ó ñôåð³ ïóáë³÷íîãî àäì³í³ñòðóâàííÿ.

Ã³áðèäíèé õàðàêòåð ñó÷àñíèõ âîºí îáóìîâëþº ï³äâèùåííÿ çíà÷óùîñò³
³íôîðìàö³éíî¿ áåçïåêè äëÿ çáåðåæåííÿ ñòàëèõ ñóñï³ëüíèõ â³äíîñèí, äëÿ çàáåç-
ïå÷åííÿ äåðæàâíîãî ñóâåðåí³òåòó òà òåðèòîð³àëüíî¿ ö³ë³ñíîñò³, ñòâîðåííÿ ñïðèÿòëè-
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âèõ óìîâ äëÿ ðîçâèòêó ãðîìàäÿíñüêîãî ñóñï³ëüñòâà òà äåðæàâè, ðåàë³çàö³¿ ïðàâ ³
ñâîáîä ëþäèíè òà ãðîìàäÿíèíà. ²íôîðìàö³éíà áåçïåêà ÿê ñêëàäíå ñîö³àëüíå ÿâèùå
ïîñòàº ó áàãàòüîõ àñïåêòàõ, ñåðåä ÿêèõ íàéá³ëüøå çíà÷åííÿ, íà íàøó äóìêó,
ìàþòü ïðàâîâèé, òåõíîëîã³÷íèé òà ñîö³àëüíî-ïñèõîëîã³÷íèé. Ó ïðàâîâîìó àñïåêò³
³íôîðìàö³éíà áåçïåêà ÿâëÿº ñîáîþ êîìïëåêñ ³íôîðìàö³éíî-ïðàâîâèõ çàñîá³â,
ïåðåäóñ³ì ïðàâîâèõ íîðì, ñóêóïí³ñòü ÿêèõ äîçâîëÿº ïîºäíóâàòè òåîð³þ ³ ïðàêòèêó
ïðàâîâîãî ðåãóëþâàííÿ, äîñÿãàþ÷è éîãî ö³ëåé. Ó òåõíîëîã³÷íîìó àñïåêò³ ³íôîð-
ìàö³éíà áåçïåêà ñòàíîâèòü ñîáîþ ñóêóïí³ñòü âèðîáíè÷èõ îïåðàö³é, ÿê³ çì³íþþòü
íàÿâíèé ñòàí çàõèùåíîñò³ ³íòåðåñ³â ëþäèíè, ñóñï³ëüñòâà òà îðãàí³â ïóáë³÷íî¿
âëàäè â ³íôîðìàö³éí³é ñôåð³, çàâäÿêè ïåðåòâîðåííþ ³ñíóþ÷èõ àáî çàïðîâàäæåííÿ
íîâèõ ñïîñîá³â òà ìåòîä³â ³íôîðìàö³éíî¿ ä³ÿëüíîñò³. Ó ñîö³àëüíî-ïñèõîëîã³÷íîìó
àñïåêò³ ³íôîðìàö³éíà áåçïåêà ìàº ðîçóì³òèñÿ ÿê ñóêóïí³ñòü îñîáèñò³ñíèõ õà-
ðàêòåðèñòèê ³íäèâ³äóàëüíèõ ñóá’ºêò³â ³íôîðìàö³éíèõ â³äíîñèí, ÿê³ îáóìîâëþþòü
çá³ëüøåííÿ àáî çìåíøåííÿ ³íôîðìàö³éíèõ ðèçèê³â ï³ä ÷àñ âèáîðó íèìè âàð³àíò³â
ïîâåä³íêè ïðè çä³éñíåíí³ ä³ÿëüíîñò³ â ³íôîðìàö³éí³é ñôåð³.

Îá’ºêò ÿê çàãàëüíà ô³ëîñîôñüêà êàòåãîð³ÿ òà éîãî îñîáëèâîñò³ äîñèòü øèðîêî
âèñâ³òëåí³ ó òåîðåòè÷íèõ äæåðåëàõ, à éîãî ñóòí³ñòü â óçàãàëüíåíîìó âèãëÿä³ ìîæå
áóäå ïðåäñòàâëåíà ÿê òå (ïðîöåñ, ÿâèùå, âëàñòèâ³ñòü, îçíàêà), íà ùî ñïðÿìîâàíà
àêòèâí³ñòü (àêòèâí³ ä³¿, àêòèâíà ïîâåä³íêà, âïëèâ, ïåðåòâîðþþ÷³ òðàíñôîðìàö³¿)
ñóá’ºêòà. ²íàêøå êàæó÷è, ñóá’ºêò ñòàâèòü ïåðåä ñîáîþ ïåâíó ìåòó ³, íàìàãàþ÷èñü
¿¿ äîñÿãíóòè, âíîñèòü ïåâí³ çì³íè ó õàðàêòåðèñòèêè îá’ºêòà. Ç òèìè àáî ³íøèìè
âàð³àö³ÿìè òàêèé ïîãëÿä íå âèêëèêàº îñîáëèâèõ äèñêóñ³é, îòæå, íå ââàæàºìî çà
äîö³ëüíå çóïèíÿòèñÿ íà öüîìó ïèòàíí³ äåòàëüíî. Äåùî ³íøîþ º ñèòóàö³ÿ ³ç ðî-
çóì³ííÿì îá’ºêòà â ïðàâ³. Ó ïðàâíè÷èõ íàóêàõ ñôîðìóâàëîñÿ äåê³ëüêà ï³äõîä³â,
ïðèõèëüíèêè êîæíîãî ç ÿêèõ àêòèâíî îáñòîþþòü âëàñíó ïîçèö³þ ùîäî ñóòíîñò³
öüîãî ôåíîìåíà.

Íàéá³ëüø ïîøèðåíèì, ÿê íàì âèäàºòüñÿ, º ðîçóì³ííÿ îá’ºêòà ÿê ïåâíîãî
âèäó ñóñï³ëüíèõ â³äíîñèí. Ïðàâî ÿê îñîáëèâèé ðåãóëÿòîð ñóñï³ëüíèõ â³äíîñèí
ñïðàâëÿº íà ¿õ âèíèêíåííÿ, ³ñíóâàííÿ òà ïðèïèíåííÿ ³ñòîòíèé âïëèâ, îòæå,
ïîçèö³ÿ, çã³äíî ç ÿêîþ ñàìå ñóñï³ëüí³ â³äíîñèíè º îá’ºêòîì ïðàâà [1, ñ. 285], çäà-
ºòüñÿ íàì ö³ëêîì ëîã³÷íîþ. Ðàçîì ç òèì îá’ºêò ïðàâà íå ìîæíà, íà íàøå ïåðåêî-
íàííÿ, îòîòîæíþâàòè ç îá’ºêòîì çàáåçïå÷åííÿ, ÿêèì, íà íàøó äóìêó, º îá’ºêò
çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè.

²íø³ â÷åí³ ââàæàþòü, ùî îá’ºêòîì º ïåâíå ñóñï³ëüíå áëàãî. ßê ïèøå ç öüîãî
ïðèâîäó Â. ªìºëüÿíîâ, ñüîãîäí³ ó â³ò÷èçíÿí³é íàóö³ êðèì³íàëüíîãî ïðàâà ³ñíóº äâà
ä³àìåòðàëüíî ïðîòèëåæí³ êîíöåïòóàëüí³ ï³äõîäè äî ïðîáëåìè îá’ºêòà. Îäíà êîíöåïö³ÿ
îá’ºêòîì çëî÷èí³â âèçíà÷àº ñóêóïí³ñòü ñóñï³ëüíèõ â³äíîñèí, ³íøà – áëàãà, ö³ííîñò³ òà
³íø³ ñôåðè æèòòºä³ÿëüíîñò³ ëþäåé. Îáèäâ³ êîíöåïö³¿ ìàþòü ñâîº ³ñòîðè÷íå êîð³ííÿ òà
ñó÷àñíèõ ïîñë³äîâíèê³â. Ñàì àâòîð ââàæàº âèçíàííÿ îá’ºêòîì çëî÷èíó ñóñï³ëüíèõ
â³äíîñèí ç ïîçèö³¿ íàóêè íåäîñòàòíüî îá´ðóíòîâàíèì, ç ïîçèö³¿ çàêîíîäàâñòâà – í³÷èì
íå ï³äòâåðäæåíèì, à ç ïîçèö³¿ ïðàêòèêè áîðîòüáè ç³ çëî÷èíí³ñòþ – íåäîö³ëüíèì [2,
ñ. 175]. Óò³ì ñàì àâòîð íå ïîä³ëÿº ³ ï³äõîäó äî ñóòíîñò³ îá’ºêò³â çëî÷èí³â ÿê ïåâíîãî
áëàãà ³ ïðîïîíóº ðîçóì³òè ï³ä âêàçàíèìè îá’ºêòàìè ñôåðè æèòòºä³ÿëüíîñò³ ëþäåé.

Äîñèòü ö³êàâîþ º ïîçèö³ÿ Þ. Æîðíîêóÿ, ÿêèé íà ï³äñòàâ³ àíàë³çó äóìîê ³í-
øèõ â÷åíèõ âèñëîâëþº äóìêó, ùî ï³ä ÷àñ âèçíà÷åííÿ ïîíÿòòÿ îá’ºêòà ñóá’ºêòèâíîãî
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öèâ³ëüíîãî ïðàâà íåîáõ³äíî äîòðèìóâàòèñÿ âèçíà÷åííÿ îá’ºêòà ÿê òîãî, ç ïðèâîäó
÷îãî âèíèêàþòü ïðàâîâ³äíîñèíè. Ç³ çì³ñòîâîãî áîêó, ïèøå àâòîð, ñë³ä âèâ÷àòè
îá’ºêò áóäü-ÿêîãî ñóá’ºêòèâíîãî ïðàâà ÿê îá’ºêò äâîõ âèä³â: áåçïîñåðåäí³é (íàéáëèæ-
÷èé) îá’ºêò – öå íàëåæíà ïîâåä³íêà ñóá’ºêò³â ïðàâîâ³äíîøåííÿ; îïîñåðåäêîâàíèé
(ìàòåð³àëüíèé) îá’ºêò – öå ìàéíîâ³ ³ íåìàéíîâ³ áëàãà, ç ïðèâîäó ÿêèõ ³ âèíèêàþòü
ïðàâîâ³äíîñèíè [3, ñ. 108]. Íàì ³ìïîíóº ìîæëèâ³ñòü ñï³ââ³äíåñòè òàêó ïîçèö³þ ç
ïðàêòè÷íèì àñïåêòîì ä³ÿëüíîñò³ îðãàí³â ïóáë³÷íîãî àäì³í³ñòðóâàííÿ, ó òîìó
÷èñë³ é ó ñôåð³ ³íôîðìàö³éíî¿ áåçïåêè. Íå çàïåðå÷óþ÷è ³ñíóâàííÿ àáñòðàêòíîãî
ñóñï³ëüíîãî áëàãà, ïîâ’ÿçàíîãî ³ç äîñÿãíåííÿì âèñîêîãî ð³âíÿ çàõèùåíîñò³ ³íòåðåñ³â
ëþäèíè, ãðîìàäÿíñüêîãî ñóñï³ëüñòâà, îðãàí³â ïóáë³÷íîãî àäì³í³ñòðóâàííÿ òà ³íøèõ
ñóá’ºêò³â â ³íôîðìàö³éí³é ñôåð³, çàóâàæèìî îäíàê, ùî ñâ³òîâà ãëîáàë³çàö³ÿ òà
òðàíñêîðäîíí³ñòü îáóìîâëþþòü øâèäê³ñòü ïîøèðåííÿ ³íôîðìàö³éíèõ çàãðîç,
âïëèâ íà âèíèêíåííÿ ÿêèõ â³ä êîíêðåòíèõ îðãàí³â ïóáë³÷íîãî àäì³í³ñòðóâàííÿ
ìîæå é íå çàëåæàòè (íàïðèêëàä, ó ñèòóàö³¿ ïîøèðåííÿ øê³äëèâîãî ïðîãðàìíîãî
çàáåçïå÷åííÿ, ðîçðîáëåíîãî â óìîâàõ ìàêñèìàëüíîãî ô³íàíñîâîãî òà òåõíîëîã³÷íîãî
ñïðèÿííÿ íà òåðèòîð³¿ äåðæàâè-àãðåñîðà). Ïðîòå öå íå îçíà÷àº, ùî îðãàíè ïóáë³÷-
íîãî àäì³í³ñòðóâàííÿ ïîçáàâëåí³ ìîæëèâîñò³ âïëèíóòè íà ñòóï³íü íåáåçïå÷íîñò³
âæå ³ñíóþ÷èõ çàãðîç øëÿõîì ñòâîðåííÿ áåçïå÷íèõ àëãîðèòì³â âèêîíàííÿ ñòàíäàðò-
íèõ ïðîôåñ³éíèõ ä³é, ñèñòåìàòè÷íîãî íàâ÷àííÿ ïåðñîíàëó òîùî.

Ï³ä ÷àñ âèçíà÷åííÿ îá’ºêòà çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè ó ñôåð³ ïóá-
ë³÷íîãî àäì³í³ñòðóâàííÿ ñë³ä ïàì’ÿòàòè, ùî çàáåçïå÷åííÿ âêàçàíîãî âèäó áåçïå-
êè – öå íå ïðàâî ÿê óí³âåðñàëüíèé ðåãóëÿòîð ³ íå çëî÷èí ÿê îñîáëèâèé äåë³êò,
ïðî îá’ºêòè ÿêèõ éøëîñÿ âèùå. Çàáåçïå÷åííÿ ÿâëÿº ñîáîþ ñïåöèô³÷íèé âèä ñî-
ö³àëüíî¿ ä³ÿëüíîñò³, òîáòî àêòèâíîñò³ ô³çè÷íèõ òà þðèäè÷íèõ îñ³á, ñïðÿìîâàíî¿
íà ïåðåòâîðåííÿ îòî÷óþ÷î¿ ðåàëüíîñò³ ç ìåòîþ äîñÿãíåííÿ ïîñòàâëåíèõ ö³ëåé.
Ãîëîâíå ïèòàííÿ, ÿêå ïðè öüîìó âèíèêàº, – õòî ñàìå ôîðìóëþº ö³ë³ òàêî¿ ä³ÿëüíî-
ñò³? Ç îäíîãî áîêó, áåçóìîâíî, äåðæàâà â îñîá³ ñóá’ºêò³â çàáåçïå÷åííÿ íàö³îíàëüíî¿
áåçïåêè, îäíèì ³ç âèä³â ÿêî¿ º ³íôîðìàö³éíà áåçïåêà. Îäíàê ÿêùî á äåðæàâà âè-
ñòóïàëà îñíîâíèì ñóá’ºêòîì ôîðìóëþâàííÿ ö³ëåé ³íôîðìàö³éíî¿ áåçïåêè, ¿õ âèêî-
íàííÿ òà êîíòðîëþ çà ¿õ äîñÿãíåííÿì, Óêðà¿íà øâèäøå äàâíî á âòðàòèëà ³íôîðìà-
ö³éíèé ñóâåðåí³òåò, îñê³ëüêè 90 % ö³ëåé, çàêëàäåíèõ ó ÷èñëåííèõ äîêòðèíàõ,
êîíöåïö³ÿõ, ñòðàòåã³ÿõ, ïðîãðàìàõ, ïëàíàõ ó ñôåð³ íàö³îíàëüíî¿ áåçïåêè, òðàäèö³éíî
íå âèêîíóþòüñÿ òèìè ñóá’ºêòàìè, íà ÿêèõ òàêå âèêîíàííÿ ïîêëàäåíî. Ïðîòå
áàãàòîìàí³òí³ñòü òà ïëþðàë³çì ñóá’ºêò³â ³íôîðìàö³éíî¿ ä³ÿëüíîñò³, äèíàì³÷íèé
ðîçâèòîê ³íôîðìàö³éíèõ â³äíîñèí, çàëó÷åííÿ äî ñôåðè ³íôîðìàö³éíèõ òåõíîëîã³é
âåëèêî¿ ê³ëüêîñò³ ³íâåñòèö³é îáóìîâëþþòü àâòîíîìí³ñòü âèð³øåííÿ çàâäàííÿ
ïîäîëàííÿ çàãðîç ³íôîðìàö³éí³é áåçïåö³ íåäåðæàâíèìè ñóá’ºêòàìè (ñóá’ºêòàìè
ãîñïîäàðþâàííÿ, ãðîìàäñüêèìè îðãàí³çàö³ÿìè, ÿê³ îòðèìóþòü ãðàíòè äëÿ çä³é-
ñíåííÿ çàõîä³â ç ìåä³àïðîñâ³òè òîùî). Äîëàþ÷è ò³ çàãðîçè ³íôîðìàö³éí³é áåçïåö³,
ÿê³ ñï³ââ³äíîñÿòüñÿ ç ¿õ ñòàòóòíèìè ö³ëÿìè, òàê³ ñóá’ºêòè ñàìîñò³éíî ôîðìóëþþòü
ö³ë³ çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè, ñàìîñò³éíî âèçíà÷àþòü øëÿõè òà êðèòåð³¿
¿õ äîñÿãíåííÿ, ñàìîñò³éíî ô³íàíñóþòü òàêó ä³ÿëüí³ñòü çà ðàõóíîê ñâî¿õ ïðèáóòê³â
àáî ãðàíò³â. Ó ñóêóïíîñò³ òàêà ä³ÿëüí³ñòü ³ñòîòíî çíèæóº ðóéí³âíèé âïëèâ ³íôîðìà-
ö³éíèõ çàãðîç ó äåðæàâ³.
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Öå íå çàïåðå÷óº ö³ííîñò³ ä³ÿëüíîñò³ ó ñôåð³ ³íôîðìàö³éíî¿ áåçïåêè äåÿêèõ
ñóá’ºêò³â ïóáë³÷íîãî àäì³í³ñòðóâàííÿ. Îäíàê îö³íþâàííÿ òàêî¿ ä³ÿëüíîñò³
íàóêîâèìè ìåòîäàìè ó â³äêðèò³é íàóêîâ³é ïåð³îäèö³ íàâðÿä ÷è ìîæëèâå, îñê³ëüêè
âîíà îõîïëþºòüñÿ çàêîíîäàâñòâîì ïðî çàõèñò äåðæàâíî¿ òàºìíèö³ àáî ìàº ïðàâîâèé
ðåæèì ñëóæáîâî¿ ³íôîðìàö³¿ ç îáìåæåíèì äîñòóïîì. Ïðîòå àíàë³ç ³íôîðìàö³¿ ç
â³äêðèòèõ äæåðåë äîçâîëÿº ñòâåðäæóâàòè, ùî ä³ÿëüí³ñòü äåðæàâè ó äîñë³äæóâàí³é
ñôåð³ õàðàêòåðèçóºòüñÿ íåïîñë³äîâí³ñòþ òà õàîòè÷í³ñòþ – òàê, íàïðèêëàä, íà
Ì³í³ñòåðñòâî ³íôîðìàö³éíî¿ ïîë³òèêè Óêðà¿íè Äîêòðèíîþ ³íôîðìàö³éíî¿ áåçïåêè
Óêðà¿íè, çàòâåðäæåíîþ Óêàçîì Ïðåçèäåíòà Óêðà¿íè â³ä 25 ëþòîãî 2017 ðîêó
¹ 47/2017, ïîêëàäàºòüñÿ ôóíêö³ÿ ìîí³òîðèíãó çàãðîç íàö³îíàëüíèì ³íòåðåñàì ³ íà-
ö³îíàëüí³é áåçïåö³ â ³íôîðìàö³éí³é ñôåð³. Âêàçàíå ì³í³ñòåðñòâî áóëî ðåîðãàí³çîâàíå
ç ë³êâ³äàö³ºþ ôóíêö³é òà ïîâíîâàæåíü 2 âåðåñíÿ 2019 ðîêó, à âèêîíàííÿ ôóíêö³¿
ìîí³òîðèíãó ³íôîðìàö³éíèì çàãðîçàì íà íîâîóòâîðåí³ Ì³í³ñòåðñòâî êóëüòóðè,
ìîëîä³ òà ñïîðòó Óêðà¿íè òà Ì³í³ñòåðñòâî öèôðîâî¿ òðàíñôîðìàö³¿ Óêðà¿íè íå
ïîêëàäåíî, ³ òàêèõ ïðèêëàä³â ìîæíà íàâîäèòè ùå áàãàòî (îñîáëèâî ñòîñîâíî áà-
ãàòüîõ öåíòð³â ïðîòèä³¿ ³íôîðìàö³éíèì çàãðîçàì, ïðàâîâèé ñòàòóñ ÿêèõ íå âèçíà-
÷åíî, ä³ÿëüí³ñòü ïðàêòè÷íî íå ô³íàíñóºòüñÿ ³ ÷åðåç äåÿêèé ÷àñ ôàêòè÷íî ïðèïè-
íÿºòüñÿ).

Îòæå, ðîçóì³ííÿ ö³ëåé çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè ìàº ñâî¿ â³ä-
ì³ííîñò³ çàëåæíî â³ä ñóá’ºêò³â òàêîãî çàáåçïå÷åííÿ. Íàéëåãøå âèâ÷èòè îñîáëèâîñò³
ö³ëåé äåðæàâíîãî çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè, îñê³ëüêè âîíè çàêð³ï-
ëþþòüñÿ ó â³äïîâ³äíèõ äîêòðèíàõ, ñòðàòåã³ÿõ, ïðîãðàìàõ ³ ïëàíàõ, îäíàê ¿õ âèêîíàí-
íÿ îðãàíàìè ïóáë³÷íî¿ âëàäè ìàº ïåðåâàæíî ôîðìàëüíèé õàðàêòåð. Ñêëàäí³øå
ïðîñòåæèòè îñîáëèâîñò³ ôîðìóëþâàííÿ ö³ëåé çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè
ñóá’ºêòàìè ãîñïîäàðñüêî¿ ä³ÿëüíîñò³, îñê³ëüêè âîíè ìîæóòü áóòè â³äíåñåí³ äî êî-
ìåðö³éíî¿ òàºìíèö³, òà ãðîìàäñüêèìè îðãàí³çàö³ÿìè, îñê³ëüêè âîíè îïðèëþäíþþòü
ðåçóëüòàòè ñâîº¿ ä³ÿëüíîñò³ ïåðåä øèðîêèì çàãàëîì ó äîáðîâ³ëüíîìó ïîðÿäêó.
Îäíàê ó áóäü-ÿêîìó ðàç³ ìîæíà ñòâåðäæóâàòè, ùî ö³ë³ çàáåçïå÷åííÿ ³íôîðìàö³éíî¿
áåçïåêè ìàþòü áàãàòîð³âíåâèé õàðàêòåð, ôîðìóëþþòüñÿ ð³çíèìè ñóá’ºêòàìè, ìî-
æóòü ñóïåðå÷èòè îäíå îäíîìó, ïðè öüîìó ºäèíèé öåíòð óïðàâë³ííÿ, ÿêèé áè
â³äñòåæóâàâ ôîðìóëþâàííÿ ³ äîñÿãíåííÿ òàêèõ ö³ëåé, â³äñóòí³é.

Çà òàêèõ óìîâ êàçàòè ïðî ºäèíèé ³ çàãàëüíîâèçíàíèé ïåðåë³ê áëàã, ÿê³ ñêëà-
äàëè á îá’ºêò ³íôîðìàö³éíî¿ áåçïåêè, áóëî á, íà íàøó äóìêó, íåêîðåêòíèì (òàê,
äëÿ ñóá’ºêò³â ãîñïîäàðþâàííÿ áëàãîì ìîæå ââàæàòèñÿ â³äñóòí³ñòü æîäíîãî âïëèâó
äåðæàâè íà ¿õ âèðîáíè÷³ òà îðãàí³çàö³éíî-óïðàâë³íñüê³ ïðîöåñè, íàòîì³ñòü, äëÿ
îðãàí³â ïóáë³÷íîãî óïðàâë³ííÿ áëàãîì ìîæå ââàæàòèñÿ êîíòðîëü íàä ïîøèðåííÿì
ïåâíèõ âèä³â ³íôîðìàö³¿). Òàêà ñèòóàö³ÿ ïðèòàìàííà íå ëèøå Óêðà¿í³, à é ³íøèì
äåðæàâàì [4].

Çàñëóãîâóº íà óâàãó äóìêà Î. Òèõîìèðîâà, ÿêèé ââàæàº, ùî ³íòåãðóþ÷îþ
îñíîâîþ çì³ñòó ä³ÿëüíîñò³ ³ç çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè º òàê³ ¿¿ åëå-
ìåíòè, ÿê îá’ºêò, ïðåäìåò, ñóá’ºêò, ìåòà, çàñîáè, ìåòîäè, ïðèíöèïè, ðåçóëüòàòè.
Ïðè öüîìó îá’ºêòè íàö³îíàëüíî¿ òà ³íôîðìàö³éíî¿ áåçïåêè, íà éîãî äóìêó, º
ñï³ëüíèìè – îñîáà, ñóñï³ëüñòâî, äåðæàâà; çàãàëüíèìè îá’ºêòàìè äåðæàâíîãî
çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè º ³íôîðìàö³éíà ³íôðàñòðóêòóðà (äåðæàâè,
ñóñï³ëüñòâà) òà ñâ³äîì³ñòü (îñîáè, ñóñï³ëüñòâà) [5, ñ. 191]. Ìè ï³äòðèìóºìî äóìêó
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â÷åíîãî ïðî ìîæëèâ³ñòü âèîêðåìëåííÿ îá’ºêò³â äåðæàâíîãî çàáåçïå÷åííÿ ³íôîð-
ìàö³éíî¿ áåçïåêè. Ðàçîì ç íèìè, ÿê íàì çäàºòüñÿ, ìîæíà âèä³ëèòè ùå îá’ºêòè
ãðîìàäñüêîãî, ìóí³öèïàëüíîãî òà ãîñïîäàðñüêî-ïðàâîâîãî çàáåçïå÷åííÿ ³íôîðìà-
ö³éíî¿ áåçïåêè, êîæåí ç ÿêèõ áóäå ìàòè ñâî¿ îñîáëèâîñò³.

Íà ï³äñòàâ³ çä³éñíåíîãî àíàë³çó ìîæíà çðîáèòè òàê³ âèñíîâêè. Îá’ºêò çà-
áåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè ÿâëÿº ñîáîþ ìåòó, ÿêó ñòàâèòü ïåðåä ñîáîþ
ñóá’ºêò ä³ÿëüíîñò³ ó âêàçàí³é ñôåð³ (äåðæàâà òà ¿¿ îðãàíè, îðãàíè ì³ñöåâîãî ñàìî-
âðÿäóâàííÿ, ñóá’ºêòè ãîñïîäàðþâàííÿ, ãðîìàäñüê³ îðãàí³çàö³¿, ïîë³òè÷í³ ïàðò³¿,
ïðîôåñ³éí³ ñï³ëêè, ðåë³ã³éí³ îðãàí³çàö³¿, îêðåì³ ãðîìàäÿíè òîùî). Íàéìåíø åôåê-
òèâíèì ³ç çàíà÷åíèõ ñóá’ºêò³â º äåðæàâà, ùî ïîÿñíþºòüñÿ ÿê òðàäèö³éíîþ äëÿ
óêðà¿íñüêî¿ ðåàëüíîñò³ íåïîñë³äîâí³ñòþ äåðæàâíî¿ ³íôîðìàö³éíî¿ ïîë³òèêè, òàê ³
íàäì³ðíîþ äèíàì³÷í³ñòþ òåõí³÷íèõ, òåõíîëîã³÷íèõ, êàäðîâèõ, îðãàí³çàö³éíèõ òà
³íøèõ ïðîöåñ³â â ³íôîðìàö³éí³é ñôåð³, ùî óòðóäíþº ¿õ öåíòðàë³çîâàíå ðåãóëþâàííÿ.
Îòæå, îá’ºêò çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè ïîñòàº ÿê ìíîæèíí³ñòü íåóçãîä-
æåíèõ ì³æ ñîáîþ îá’ºêò³â ð³çíî¿ ãåíåçè òà ìàñøòàáó, ñóêóïí³ñòü ÿêèõ ïîðîäæóº
ì³öí³ñòü ïðîòèä³¿ ³íôîðìàö³éíèì ðèçèêàì, êîìïåíñóþ÷è òèì ñàìèì ñëàáê³ñòü
äåðæàâè ó äîñë³äæóâàí³é ñôåð³ ñóñï³ëüíèõ â³äíîñèí. Çâ³äñè âèïëèâàº, ùî çìåíøåí-
íÿ ðóéí³âíîãî âïëèâó ³íôîðìàö³éíèõ çàãðîç ó ñèñòåì³ ïóáë³÷íîãî àäì³í³ñòðóâàííÿ
ìàº ñâîºþ ïåðåäóìîâîþ ï³äâèùåííÿ â³ëüíî¿ êîíêóðåíö³¿ íà ðèíêó ²Ò-òåõíîëîã³é,
çì³öíåííÿ ³íñòèòóò³â ãðîìàäÿíñüêîãî ñóñï³ëüñòâà, çàáåçïå÷åííÿ äîäåðæàííÿ ïðà-
âîâèõ ïðèïèñ³â ó ä³ÿëüíîñò³ ïàðò³é òà ðåë³ã³éíèõ îðãàí³çàö³é, çá³ëüøåííÿ òðàíñïà-
ðåíòíîñò³ ¿õ ä³ÿëüíîñò³, àêòèâ³çàö³þ öèôðîâî¿ ïðîñâ³òè äëÿ âñ³õ êàòåãîð³é çäîáóâà÷³â
îñâ³òè, ïîäîëàííÿ öèôðîâî¿ íåð³âíîñò³. Ó ïîºäíàíí³ ç ôóíêö³îíóâàííÿì âóçüêî-
ñïåö³àë³çîâàíèõ ï³äðîçä³ë³â ³ç çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ òà ê³áåðáåçïåêè ó
ñòðóêòóð³ äåÿêèõ ñóá’ºêò³â ïóáë³÷íîãî àäì³í³ñòðóâàííÿ ñåêòîðó áåçïåêè ³ îáîðîíè
öå, íà íàøó äóìêó, çäàòíå çíà÷íî îïòèì³çóâàòè ñèòóàö³þ ³ç ïîäîëàííÿ ðóéí³âíîãî
âïëèâó ³íôîðìàö³éíèõ çàãðîç.
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OBJECT OF ENSURING INFORMATION SECURITY IN THE SPHERE
OF PUBLIC ADMINISTRATION

The purpose of the article is to define the concept and features of the object of
information security in the field of public administration.

The article deals with the peculiarities of understanding the category of “object”
in the legal science. Considered scientific approaches, according to which under the
object of law means social relations, goods and values. Accentuated that security is a
specific type of social activity, that is, the activity of individuals and legal entities
aimed at transforming the surrounding reality to achieve their goals.

Author propose to understand the object of ensuring information security as a
goal set by the subject of activity in this area (the state and its bodies, local authorities,
business entities, public organizations, political parties, trade unions, religious
organizations, individual citizens, etc.).The least effective of these subjects is the
state, which is explained both by the inconsistency of the state information policy,
which is traditional for Ukrainian reality, and by the excessive dynamism of technical,
technological, personnel, organizational and other processes in the information sphere,
which complicates their centralized regulation. It is argued that the object of ensuring
information security acts as a plurality of inconsistent objects of different genesis and
scale, the combination of which gives rise to the strength of countering information
risks, thereby compensating for the weakness of the state in the studied sphere of
public relations. Therefore, it follows that the reduction of the destructive impact of
information threats in the system of public administration is due to the strengthening
of free competition in the market of IT technologies, strengthening of civil society
institutions, enforcement of legal norms in the activities of parties and religious
organizations. The government must take into account the fact that the digital
education of all categories of applicants for education and bridging the digital divide
are becoming more and more transparent. In combination with the functioning of
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highly specialized divisions for information and cyber security in the structure of
some subjects of public administration of the security and defense sector, this, in our
opinion, can significantly optimize the situation with overcoming the destructive
influence of information threats.

Keywords: information security, public administration, information security
object, subjects of information security, information threat, national security.
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